Sefton Safer and Stronger Communities Partnership

Version 2

01/07/2009
Contents

1.

Introduction and commitment
1.1

Introduction

1.2

Commitment

2.

The MARAC
2.1

The MARAC process

3.

Management of Information
4.

Information to be shared
5.

Data
5.1

Non-personal data

5.2

Depersonalised data

5.3

Personal data

5.4

Sensitive personal data

6.

Data Sharing
6.1         
Statutory gateways and non-disclosure exemptions

6.2

Consent

6.3

Human Rights Act 1998

6.4

Confidentiality

6.5

Cautions and Convictions

7.

Process
7.1

Disclosure Requests

7.2

Subject Access Request

7.3

Weeding of data

7.4

Publication

7.5

Media handling

8.

Security and data management
9.

Complaints and breaches
9.1

Complaints

9.2

Breaches

11.

Data Controller
12.

Designation MARAC Officers 
Appendices

Appendix A
Freedom of Information and Summary of Exemptions

Appendix B
Letter refusing access under Data Protection Act

Appendix C
Schedule 2 of the Data Protection Act 1998

Appendix D
Schedule 3 of the Data Protection Act 1998

Appendix E 
Undertaking of Confidentiality

Appendix F
MARAC Information Sharing Without Consent 

                        Form

Appendix G
Glossary of Terms

SEFTON CDRP MARAC

PROTOCOL
1. Introduction and commitment

This section of the protocol sets out the general context for information sharing between the signatory agencies, for the purposes of implementing a MARAC (Multi-Agency Risk Assessment Conference) for all high and very high-risk victims of hate crime. (All references to hate crime shall be construed to include hate incidents as defined in the Hate Crime Delivering a quality service - ACPO Good Practice and tactical Guidance - March 2005). 

1.1. Introduction

· The purpose of this protocol is to facilitate exchange of information for the purposes of identifying and managing individuals identified as at high or very high risk as a result of hate crime in Sefton Safer and Stronger Communities Partnership.

· This protocol is not designed to replace any existing data sharing protocols in Sefton but rather to enhance arrangements relating specifically to the management of risk for high and very high risk victims of hate crime.  The scope of this protocol is to clarify the understanding in relation to each party's responsibilities towards each other and data subjects.

· By declaring a commitment to the procedures set out in this protocol, signatories will ensure that data sharing arrangements between them take account of the following legislation:

· Data Protection Act 1998, for the processing of personal information;

· The Human Rights Act 1998, for the individual's right to privacy.

· Agencies also agree to ensure their actions are in compliance with any other relevant legislation, such as:

· Common law duty of confidence;

· Freedom of Information Act 2000;

· Housing Act 1996, for Registered Social Landlords;

· Mental Health Act 1983, for the health sector;

· Health and Social Care Act 2001, for health and social services;

· Education Act 1996;

· Children Act 1989;

· NHS and Community Care Act 1990;

· Sex Offenders Act 1997.

· Race Relations Act 1976 (Amendment) Act 2000

· Disability Discrimination Act 1995 & 2005

· The Disability Equality Duty

· Employment Regulations (Religion, Belief and Sexual Orientation) 2003

· Gender Recognition Act 2004

· Gender Equality Duty

· Protection from Harassment Act 1997

· Human Rights Act 2000

· Public Order Act 1986

· Respect Agenda

· Anti Social Behaviour Act 2003

1.2. Commitment

· Signatories to this protocol recognise the importance of sharing information to support the MARAC, and undertake to co-operate fully with each other within the parameters of the Data Protection Act 1998, the Human Rights Act 1998 and the Crime and Disorder Act 1998 and with Government guidance associated with these Acts.

· All agencies pledge to consult periodically with each other upon matters of policy and strategy.

· Each partner recognises that all personal data remains the property of the disclosing agency, and is the responsibility of the data controller: a person who determines the purposes for which, and the manner in which, personal data are processed. The Data Controller will be the senior officer from each of the agencies and each signatory agency must appoint a Primary Designated Officer who will be a manager of sufficient standing and have a co-ordinating and authorising role. Agencies may also appoint further Designated Officers to attend the MARAC on their behalf within the same body. 

· The agencies receiving data at the MARAC will not use it for any purpose other than that set out in this protocol, nor share it with any other party, without the disclosing partner's permission.  However, the protocol does recognise that relevant information must be shared with Criminal, Civil and Family courts as defined in legislation and that this duty supersedes the MARAC protocol.  

· Each party undertakes to ensure that it complies with all relevant legislation, this protocol, and its own internal policies on disclosure. 

· Signatory agencies agree to disclose information to relevant partner agencies under Section 115 of the Crime and Disorder Act 1998 where disclosure is for the purposes of a provision of the Act, and in accordance with any other relevant legislation.  This agreement extends to those acting on behalf of a relevant authority to formulate or implement the crime and disorder strategy.  The identification and risk management of victims and perpetrators of hate crime is clearly in accordance with the purposes of the Crime and Disorder Act.

· Each party pledges to ensure that it is appropriately registered with the Office of the Information Commissioner for the purpose of sharing and receiving personal information for the purpose of crime reduction.  Each party also pledges to ensure that the data it holds is as accurate and up to date as possible.

· All agencies agree to seek their own legal advice, wherever necessary.

2. The MARAC 

The purposes of the MARAC are:

1. To share information to increase the safety, health and well being of victims – adults, children and property; 

2. To determine whether the perpetrator(s) poses a significant risk to any particular individual or to the general community;

3. To construct jointly and implement a risk management plan that provides professional support to all those at risk and that reduces the risk of harm;

4. To reduce repeat victimisation;

5. To improve agency accountability;
· A high or very high-risk victim of hate crime is defined as such by the application of the Sefton MARAC risk assessment tool.  

2.1. The MARAC Process

· To ensure consistency it has been agreed that Sefton Safer and Stronger Communities MARAC will use a robust referral process.

· The Process will be as follows:

· Any Partner Agency can, based on applying the Sefton MARAC risk assessment tool, refer a case to the MARAC.  The referral form plus the completed risk assessment form should be forwarded to the MARAC Administrator, Sefton Council, Bootle Town Hall and this case will then be included within the next available MARAC meeting.  Where the case warrants emergency action then a mini MARAC will be called, and then the case will then be subjected to full MARAC at the first available meeting.

· Relevant details on all cases referred to the MARAC will be circulated to all MARAC agency reps at least 8 working days before the MARAC meeting.  Agency reps will then be expected to trawl their case files for relevant data on each case and share this at the MARAC meeting.

· The referral will then be discussed at the next local MARAC meeting where all relevant data will be shared by the agencies, and a multi-agency action plan will be agreed.  All actions agreed, to be taken by the agencies represented at the MARAC will then be documented and recorded in the MARAC minutes.   

· The responsibility to take appropriate actions rests with individual agencies; it is not transferred to the MARAC. The role of the MARAC is to facilitate, monitor and evaluate effective information sharing to enable appropriate actions to be taken to increase public safety.  All agencies will take away their actions and implement them; feeding back into the MARAC Administrator once these are complete. 

3. Management of Information
· A record will be kept of all referrals and a file will be created in respect of each person referred.  The file will contain a copy of the referral document, risk assessment, action plan, actions completed and case tracking data.  Further information will be added should a referral occur at a later date.

· Information, which has been obtained and/or recorded for the purposes of the MARAC, will not be used by any of the participating agencies for any other purpose.  If it is necessary for any participating agency to use or disclose the information for a purpose otherwise than in accordance with this protocol, they will first obtain the explicit consent of the data subject, unless they are acting legitimately in accordance with an exemption under the act (see appendix A). Where the information has been provided by one of the participating agencies, that agency must be consulted before the information can be so used or disclosed.  The MARAC file should be updated to ensure that any data shared is recorded.

4. Information to be shared

· In order to fulfil the aims and objectives of the MARAC, Sefton MARAC members will only record and share information which is necessary and relevant for the purposes of the MARAC, to enable for effective risk assessment and risk management to occur.  Where information is received which is considered to be valuable criminal intelligence, this information will be recorded on Merseyside Police intelligence systems and be subject to standard procedures for evaluation, retention and dissemination.  In addition where information is received that is necessary for criminal, civil and family court purposes this will be shared and stored as appropriate following standard procedures. 

· In this Protocol, all such information, which is shared, is Confidential Data.  This may include any of the following types of personal data:

· Personal details including (victim/s, perpetrator/s, family members, witnesses etc) name, age, address, health arrangements and description;

· Personal and family circumstances;

· Antecedent and conviction history;

· Criminal intelligence;

· Details of violence and abuse and current lifestyle;

· Details of any drug habit or dependency and previous response to treatment;

· Details of any previous support and responses to interventions provided, including the rejection of support and retraction of police statements, court action etc;

· Details of any previous probation history and response to supervision.

· Processing of Confidential Data shall include:

· Reading or viewing information held on computer or displayed by some other electronic means;

· Reading or viewing manually held information in written, printed or photographic form, or

· Overhearing any radio, telephone or verbal communication;

· The information disclosed between the Parties, will be the minimum required to achieve the objectives of the MARAC.

· It is recognised that Merseyside Police reserve the right to withhold information where disclosure would be prejudicial to an ongoing police investigation, in circumstances where sub-judice arises, in circumstances where the data subject has indicated that s/he wishes to remain anonymous, where a duty of confidence exists between Merseyside Police and the data subject, in cases where there are issues of sensitivity, to protect vulnerable witnesses or where public interest immunity applies (see Appendix B)

5. Data

This section sets out the different forms of data that may be shared, highlighting the different handling and protection requirements that will apply.

5.1. Non-personal data

· Signatory agencies understand that non-personal data is data that does not, nor has ever, referred to individuals. It will often be aggregate data derived from personal, non-personal and depersonalised data. Signatories can use non-personal data for crime-mapping purposes, within the remit of the Crime and Disorder Act 1998, even when matched with other information.

· Signatories understand that non-personal data held may be subject to the provisions of the Freedom of Information Act 2000, and there may be a duty to disclose this data to a third party if a request is made under the Act. 

5.2. Depersonalised data

· Depersonalised data encompasses any information that does not and cannot be used to establish the identity of a living person, having had all identifiers removed. Signatories recognise that great care must be taken when depersonalising data and that the Information Commission has stated that even a post-code or address can reveal the identity of an individual. Signatories are also aware that it may be possible for an individual's identity to be revealed by comparing several sets of depersonalised data.

· Signatories accept that there are no legal restrictions on the exchange of depersonalised data, although a duty of confidence may apply in certain circumstances, or a copyright, contractual or other legal restriction may prevent the information being disclosed to partners. This is to be decided on a case-by-case basis by the disclosing agency.

· It is best practice at the time the data is collected to give subjects information about how anonymised data about them may be used.

5.3. Personal data 

· Signatory agencies understand that personal data is information, which relates to a living individual who can be identified from that data or that data and any other data within the agency’s possession. 

· Personal data will be clearly identified and kept securely within a pass-worded computer system or otherwise physically secure with appropriate levels of staff access.  Signatories to the MARAC protocol must review and weed data in accordance with their own existing policies and codes of practice. 

· For Audit purposes all grounds for the disclosure of personal information under this protocol will be formally recorded, and partners will process information fairly and objectively in every case. 

· Agencies agree to only disclose sufficient information to enable partners to carry out the relevant purpose for which the data is required, i.e. developing and implementing a multi-agency action plan in order to reduce risk and keep victims, children and property safe.  This will be determined on a case-by-case basis, through negotiation between disclosing and receiving partners where necessary.

5.4. Processing Personal data  

· Signatories undertake that schedule 2 of the Data Protection Act 1998  (See Appendix C) will be satisfied where it is necessary to process personal data.


· The requirement to make data processing legitimate will include:


· That the subject has given his/her consent to the processing;

· The process is necessary for;

a. Compliance with any legal obligations to which the data controller is subject, other than the an obligation imposed by the contract;

b. For the administration of Justice;

c. For the exercise of any function conferred on any person by or under any enactment of Section 115 of the Crime and Disorder Act.

d. The legitimate interest pursued by any of the partners to this agreement, except where it is prejudicial to the rights and freedoms or legitimate interests of the subject

5.5 Sensitive personal data 

· Sensitive data is that which falls into any of the following categories:

· Criminal offences or proceedings;

· Racial or ethnic origin;

· Sexual preference;

· Physical or mental health;

· Membership of a trade union;

· Political or religious beliefs.

· Any disclosure of sensitive information by the partner must be restricted to the minimum necessary to achieve the purpose and be as generalised as possible.

· Signatories undertake that schedule 2 and schedule 3 (See Appendix C and D) of the Data Protection Act 1998 will be satisfied where it is necessary to process sensitive data.

· The conditions set out in Schedule 3 of the Data Protection Act 1998, which have to be satisfied before sensitive data can be fairly processed will include: 

· that the data subject has given his/her explicit consent to the processing of the personal data; 

· the processing is necessary for the purpose of, or in connection with, any legal proceedings (including prospective legal proceedings);

· is necessary for the administration of justice;

· for the exercise of any functions conferred on any person by or under an enactment, or

· for the exercise of any functions of the Crown, a Minister of the Crown or a government department;

· the processing is of sensitive personal data consisting of information as to racial or ethnic origin;

· is necessary for the purpose of identifying or keeping under review the existence of absence of equality of opportunity or treatment between persons of different racial or ethnic origins, with a view to enabling such equality to be promoted or maintained;

· is carried out with appropriate safeguards for the rights and freedoms of data subjects;

· The process is necessary for the exercise of any functions conferred on a constable by any rule of law.

6. Data Sharing

6.1. Statutory gateways and non-disclosure exemptions
· This section of the protocol provides an explanation of how the relevant provisions of the Crime and Disorder, Data Protection, and Human Rights Acts of 1998 will be interpreted for the purposes of implementing the MARAC.
Section 115 of the Crime and Disorder Act 1998

· Section 115 of the Crime and Disorder Act 1998 provides a lawful power, or gateway, to disclose to a relevant authority where it is necessary or expedient for the purposes of any provision of the Act.  This should normally include disclosure for the purposes of the MARAC.  But section 115 does not override other legal requirements and, although the Act creates a situation where the disclosure of information may be lawful, the presumption of confidentiality will still apply and personal information will only be shared in a particular case when the disclosing partner is satisfied that:

· The proposed disclosure is in accordance with the principles of the Data Protection Act 1998;

· The relevant conditions of schedules 2 and 3 of the Data Protection Act 1998 have been satisfied;

· The proposed disclosure is in accordance with the principles of the Human Rights Act 1998;

· The disclosure reflects the common law duty of confidentiality and any other relevant legislation, where appropriate. 

· Partners can also disclose, on a case by case basis, for the following reasons provided there is a lawful basis for disclosure, and where there is a substantial chance that one of the following purposes would be prejudiced:

· To prevent or detect crime;

· To apprehend or prosecute offenders;

· If it is required by law.

· When disclosure is required, signatory agencies agree to ensure that:

· Information will be processed lawfully and fairly;

· The public interest is of sufficient weight to over-ride the presumption of confidentiality and to justify any interference with the right to privacy in Article 8 of the European Convention of Human Rights;

· A disclosure is necessary to support MARAC action under the Crime and Disorder Act 1998;

· All disclosures will have regard to specific statutory restrictions on disclosure.

The Data Protection Principles

The First Principle

· Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless;

· At least one of the conditions in Schedule 2 is met; and

· In the case of sensitive personal data, at least one of the conditions in Schedule 3 is met.

The Second Principle

· Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

The Third Principle

· Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

The Fourth Principle

· Personal data shall be accurate and, where necessary, kept up to date.

The Fifth Principle

· Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

The Sixth Principle

· Personal data shall be processed in accordance with the rights of data subjects under this Act.

The Seventh Principle
· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

The Eighth Principle

· Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

Common law duty of confidence

· Common law protects from disclosure information (whether personal or not) that is given in circumstances giving rise to an obligation of confidence on the part of the person to whom the information has been given.

· The common law duty of confidence is not an absolute bar to disclosure, as the public interest may favour disclosure of the confidential information. Where data has been obtained in circumstances giving rise to a duty of confidence, the disclosing partner must make a judgement as to where the public interest lies (the more sensitive and damaging the information, the stronger the public interest in disclosure will need to be).

Section 29(3) of the Data Protection Act 1998

· Data protection legislation does not prevent the sharing of personal information, provided that there is a legal basis for this, as described above.  But it does require data to be properly handled and processed.

· Section 29(3) of the Data Protection Act 1998 states that personal data processed for the following reasons is exempt from the first data protection principle (except to the extent to which it requires compliance with the conditions in Schedules 2 and 3):

· The prevention or detection of crime; or

· The apprehension or prosecution of offenders.

· This means that personal data is exempt from the non-disclosure provisions of the Data Protection Act 1998. In any case where the disclosure is for the prevention or detection of crime, or the apprehension or prosecution of offenders and the application of those provisions in relation to the disclosure would be likely to prejudice those purposes. This should not be construed as enabling disclosure of all personal data, but is limited to that which, if disclosed, would assist with those specified purposes, such as the identification of hate crime perpetrator’s, or processing them through the criminal justice system.

· To assist the disclosing agency all signatory agencies agree that any request for information by a partner must specify, as clearly as possible, how failure to disclose the information would jeopardise the crime reduction objective, as set out in s29(3) of the Data Protection Act 1998. It must also state why the intended action might fail without this information, and what the assumed effect of the successful outcome might be if disclosure were made.

6.2. Consent

· It should not be assumed that consent is essential in order for agencies to share information in support of the MARAC. 

· Obtaining consent remains a matter of good practice and, in circumstances where it is appropriate and possible, explicit consent should be sought from and freely given by the data subject. 

· However, in many cases the aims of the MARAC might be prejudiced if agencies were to seek consent. In such cases the disclosing agency must consider possible grounds to override the consent issue. It is possible to disclose personal information without consent if this is in the defined category of public interest.  

Public Interest

· If consent has been sought and refused, or if it would prejudice the aims of the MARAC to seek consent, an overriding public interest may justify disclosure. 

· MARAC Signatories understand the Public Interest Criteria to include: 

· Prevention and detection of crime  (Crime and Disorder Act 1998)

· Prevention/detection or crime and/or apprehension or prosecution of offenders  (DPA, s. 29)

· To protect vital interests of the data subject; serious harm or matter of life or death (DPA, Sch. 2 & 3)

· For the administration of justice (usually brining perpetrators to justice  (DPA, Sch. 2 & 3)

· For the exercise of functions conferred on any person by or under any enactment (police/social services)  (DPA, Sch. 2 & 3)

· In accordance with a court order

· Overriding public interest  (Common law)

· When judging the public interest, it is necessary to consider the following:

· Is the intended disclosure proportionate to the intended aim?

· What is the vulnerability of those who are at risk?

· What is the impact of disclosure likely to be on the offender?

· Is there another equally effective means of achieving the same aim?

· Is the disclosure necessary to prevent or detect crime and uphold the rights and freedoms of the public?

· Is it necessary to disclose the information, to protect other vulnerable people?

· The rule of proportionality should be applied to ensure that a fair balance is achieved between the public interest and the rights of the data subject.

· Where consent is not given or sought, then MARAC members should complete the MARAC Information Without Consent Form, and this should be recorded in the individual’s case files and agency processes and procedures followed
Victims and witnesses

· Partners will only disclose personal data relating to a victim, informant or witness with fully informed and explicit written consent of the data subject, unless there is an overriding public interest in disclosure.

6.3. Human Rights Act 1998

· Article 8 of the European Convention on Human Rights states that everyone has the right to respect for his private and family life, home, and his correspondence and that there shall be no interference by a public authority with this right except as in accordance with the law and is necessary in a democratic society in the interests of:

· National security;

· Public security; 

· Economic well being of the country;

· The prevention of crime and disorder;

· The protection of health or morals;

· The protection of the rights or freedoms of others.

· In order to ensure that a fair balance is achieved between the protection of the individual's rights and the general interests of society, the Convention therefore requires the disclosing agency to consider whether any disclosure is proportionate. Keeping a record of the decision to disclose and the matters considered in coming to the decision will assist in any challenge.

6.4. Confidentiality

· Information will only be used for the purpose for which it was requested, and will be securely stored and destroyed when it is no longer required. An agency receiving data will not share it with any other party without the disclosing partner's permission, and all parties wishing to share information under this protocol will be bound by its terms upon becoming a signatory.
6.5. Cautions and convictions

· The prevention of crime and administration of justice, as provided for in the Crime and Disorder Act 1998, are obviously in the public interest and may provide the grounds upon which a disclosure of criminal convictions can be justified. 

· Details of convictions recorded on the Police National Computer (PNC), or retained on file by signatory agencies, can be released to another designated officer where this is justified in the public interest, to support proceedings under the Crime and Disorder Act 1998.  Great care must be taken to ensure conviction data is accurate, up to date and relevant to an enquiry before it is released.

Responsibilities

· Specific responsibilities of the signatories will be:

· Ensuring their agency abides by the sections of this protocol;

· Ensuring that all Designated MARAC Officers (DMO) and other staff are fully aware of their responsibilities;

· Appointing other staff in the body to act as DMO’s in their absence;

· Authorising their agency's involvement and co-operation in the information sharing process, at every stage;

· Keeping a protocol co-ordination folder, which holds all the partner's information sharing documents;

· Ensuring their agency's Data Protection Notification entry is accurate, up to date and adequate for the purpose for which it is intended.

· DMO’s and PDMO’s are responsible for ensuring that processing of personal data is in accordance with the principles of the Data Protection Act 1998, namely:

· It is obtained, processed and disclosed fairly and lawfully;

· Kept securely;

· Processed in accordance with the rights of the data subjects;

· Accurate, relevant and held no longer than necessary;

· Disclosed only for a specified related purpose;

· Disclosed without the subject's knowledge and/or agreement only where failure to do so would prejudice the objective.

· Only DMO’s and PDMO’s can make formal requests and document agreements for the sharing of personal information under this protocol. They will also decide on a case-by-case basis when disclosure is necessary and when the public interest overrides the presumption of confidentiality.

· They must also ensure ease of administration, covering all aspects and documentation of the information sharing process. This may be achieved by the creation of a project folder or file, which must be kept up to date and include:

· Record of data disclosed;

· Project chronology;


· Project access list;

· Notes of meetings with partners;


· Recent correspondence and phone calls.

· DMO’s must also ensure that only up to date and relevant information is held, and it must be reviewed on a regular basis.

7. Process

· Partners will at a local level define the requirements of disclosure procedures, as well as outlining the nature of any risks. This is fundamental to the drawing up of this protocol and may involve meetings. 

· The process must be documented in writing, so as to ensure an audit trail and   clarity.  

7.1. Disclosure requests

· Requests for disclosure will be made in writing.

· Disclosure of data at inter agency meetings must only be exchanged after all partners present at the MARAC have signed the ‘undertaking of confidentiality’ document prior to the meeting (see Appendix F). The Chair must ensure everybody is aware of this Protocol and it is to be recorded within the minutes. 

· Access to information obtained through this protocol, other than PDMO’s and DMO’s should be limited to employees whose work is directly related to the aim for which the data was obtained and those working within the crime reduction programme or field.
7.2. Subject Access Request

· The data subject is legally entitled to request their records from the receiving agency under the Data Protection Act 1998, unless an exemption applies, where such disclosure of specific personal information would:

· Prejudice the apprehension/prosecution of an other offender; or

· Prejudice the prevention/detection of a crime; or

· Identify a 3rd party, eg someone who provided the police with intelligence.

· If a subject requests access to their records the receiving agency must contact the disclosing agency to determine whether the latter wishes to claim exemption. From this stage the procedure should be fully documented using standard forms and copies stored on file.

7.3. Weeding of data

· Signatories to the protocol must review and weed data in accordance with their own existing policies and codes of practice.

· It must be noted that the above represents the recommended approach to data sharing arrangements to ensure compliance with data protection legislation.

7.4. Publication

· When requested, this protocol should be made available to the general public for clarity of purpose and transparency.

7.5. Media handling

· Signatories agree when handling the media to ensure there is a consistent approach to media enquiries and that staff do not express personal views and respect the requirement for confidentiality and discretion. Partner agencies agree:

· To be fair to our fellow signatory agencies, and maintain their integrity;

· When providing information to the public, to do so honestly and fairly;

· Statements must reflect the multi-agency decision process;

· Consent of the data owner will be sought prior to release to the media;

· Where practical, individual data subjects will be consulted if the media coverage was such that it may identify the individual.

· This might be best achieved through development of a media strategy on a case-by-case basis, co-ordinated by the data owner.
8. Security and data management 

· Signatories to this MARAC protocol must ensure they have adequate security arrangements in place to protect the integrity and confidentiality of the information held.

· Signatory agencies agree that personal information disclosed must:

· Not be emailed over internet links, unless the disclosing and receiving agency use one of the four recognised secure sites (PNN, GSI, GSX,  GSS, nhs.net and .cjsm.net);

· Be protected by back-up rules;

· When stored on a computer system, it must be password protected with provisions to ensure system security;

· Paper copies must be stored securely;

· Be located in a geographically secure environment;

· Not be inputted/accessed without industry standard security devices as defined by BS7666 together with ISO 17799

· Signatory agencies understand that all these measures need to be taken to ensure the security of our partners and to protect the general public.

· Any computer system holding personal information must be audited (or be capable of), the audit trail must contain the minimum:

· Who has accessed the data;

· Information accessed; and

· When, time/date. 

9. Complaints and breaches 

9.1. Complaints

· Initial complaints must be referred to the appropriate PDMO’s or DMO’s. It is agreed in this protocol that the procedure to be followed in the event of a complaint being received is as follows:

· Any formal complaint by a data subject regarding any stage of the process will be notified in writing to all signatories;

· All agencies will do all they can within the guidelines of the Data Protection Act 1998 to assist with a complaint.

· Partners recognise that individuals do retain the right to raise a complaint with such bodies as the Information Commissioner or the statutory Ombudsman.

9.2. Breaches

· Signatories agree that any breach of confidentiality will seriously undermine and affect the credibility of the PPO Strategy objectives and render us liable for breach of the law. 

All agencies undertake at all times to comply with the data protection law and other legal requirements relating to confidentiality.
10. Data Controller
This Agreement is made the
1st
         day of 

July
2009

Sefton SSCP MARAC

The Parties hereby agree that personal and sensitive information (within the meaning of the Data Protection Act 1998) may be shared in accordance with the Protocol, for the purpose of identifying and managing risk to high-risk victims of hate crime and reducing crime and disorder throughout Sefton CDRP.  

· The Parties further agree that personal data processed for this purpose will be handled according to the procedures described in the Protocol and will not be further processed in any manner incompatible with that purpose.

· The Protocol may be varied by an Agreement signed by the Data Controller in each of the partner agencies involved within each CDRP. The Protocol will be reviewed on (date to be agreed) and annually thereafter.

11. Signatories

· The Chief Officers formally agree to the following:

· To subscribe to the principles contained in the protocol;

· To work to the procedures identified within the protocol;

· To fully implement the protocol within their own agency, ensuring all staff know of its existence to support the MARAC, and to support their attendance at any training event required;

· To supply information within the bounds of this protocol at no financial cost to any of the other signatory agencies;

· To contribute to the development of trust and confidence between the signatory agencies by working within the framework of the protocol to disclose, retain and dispose of data for the purpose of supporting the MARAC.
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Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

Name



Signature


__________________ 
__________________          Date__________________

Position/Rank


Agency

__________________ 
__________________

· Chief Officers must recognise that any partner may withdraw from this protocol upon giving written notice to the other signatories, at which point data received under the protocol, which is no longer relevant, should be destroyed or returned. The withdrawn partner must continue to comply with the terms of this protocol in respect of any data obtained through being a signatory.

12.  Designation MARAC Officers

Sefton  MARAC 
· Each signatory agency must appoint a PDMO’s who will be a manager of sufficient standing and have a co-ordinating and authorising role. Agencies may also appoint further DMO’s within the same body. 

· The following individuals are designated to assume responsibility for data protection, security and confidentiality, and compliance with all relevant legislation. 

Signatory agency:

Primary Designated MARAC Officer:

______________________
______________________  

Position/Rank: 

Signature:






______________________
______________________ 
       Date:_____________

Designated MARAC Officer(s):Signature:



____________________
______________________
       Date:_____________

Signatory agency:

Primary Designated MARAC Officer:


______________________
______________________  

Position/Rank: 

Signature:






______________________
______________________ 
       Date:_____________

Designated MARAC Officer(s):Signature:



______________________
______________________
       Date:_____________

Signatory agency:

Primary Designated MARAC Officer:


______________________
______________________  

Position/Rank: 

Signature:






______________________
______________________ 
       Date:_____________

Designated MARAC Officer(s):Signature:



______________________
______________________
       Date:_____________

Signatory agency:

Primary Designated MARAC Officer:


______________________
______________________  

Position/Rank: 

Signature:






______________________
______________________ 
       Date:_____________

Designated MARAC Officer(s):Signature:



______________________
______________________
       Date:_____________

Signatory agency:

Primary Designated MARAC Officer:


______________________
______________________  

Position/Rank: 

Signature:






______________________
______________________ 
       Date:_____________

Designated MARAC Officer(s):Signature:



______________________
______________________
       Date:_____________

Appendix A

Freedom of Information Act

Information will not be disclosed where it concerns ongoing investigations, investigative methods, intelligence and the use of related operational techniques. Also we will not publish information that concerns individual members of the Merseyside Police Force or information that is likely to prejudice the efficient running of the Merseyside Police Force in terms of its security and commercial interests.

In these respects, we will apply the exemptions afforded by the Freedom of Information Act, particularly Section 30 (investigation and proceedings conducted by public authorities), Section 31 (law enforcement) and Section 41 (information provided in confidence). Any consideration given to exemptions under section 30 and section 31, must be based upon evidence and not merely upon a perceived risk of harm should such disclosure be permitted.  

Summary of Exemptions

When a request for information is received and the public authority has decided that some or all of the information requested couldn't be released, then an exemption has to be applied to it, and the applicant advised of the decision. Twenty-three exemptions have been introduced. Six of them are absolute exemptions, which means that there is no obligation to consider the request for information further.

Absolute Exemptions 
Section 21: Information accessible to applicant by other means;

Section 23: Information supplied by, or relating to, bodies dealing with security matters (a certificate signed by a Minister of the Crown is conclusive proof that the exemption is justified);

Section 32: Court records, etc;

Section 34: Parliamentary privilege (a certificate signed by the Speaker of the House, in respect of the House of Commons, or by the Clerk of the Parliaments, in respect of the House of Lords is conclusive proof that the exemption is justified);
Section 41: Information provided in confidence;
Section 44: Prohibitions on disclosure where a disclosure is prohibited by an enactment or would constitute contempt of court.

In addition, two other exemptions are.

Partly Absolute
Section 40: Personal information (where the applicant is the subject of the information. The applicant already has the right of ‘subject access' under the Data Protection Act 1998; where the information concerns a third party and disclosure would breach one of the Data Protection Principles; 

Section 36: Prejudice to effective conduct of public affairs (only applies to information held by House of Commons or House of Lords).

The rest of the exemptions are subject to the Public Interest Test –

"Where the public authority needs to balance the public interest in withholding the information against the public interest in releasing it" These are referred to as 
Qualified Exemptions 
Section 22: Information intended for future publication;
Section 24: National security (other than information supplied by or relating to named security organisations, where the duty to consider disclosure in the public interest does not arise);
Section 26: Defence;
Section 27: International relations; 
Section 28: Relations within the United Kingdom;
Section 29: The economy;
Section 30: Investigations and proceedings conducted by public authorities;
Section 31: Law enforcement;
Section 33: Audit Functions;
Section 35: Formulation of government policy, etc;
Section 36: Prejudice to effective conduct of public affairs (except information held by the House of Commons or the House of Lords);
Section 37: Communications with Her Majesty, etc and honours;
Section 38: Health and safety;
Section 39: Environmental information as this can be accessed through the Environmental Information Regulations;
Section 40: Personal information People cannot access personal data about themselves under the Freedom of Information Act as there is already access to such information under the Data Protection Act 1998. Personal data about other people cannot be released if to do so would breach the Data Protection Act; 
Section 42: Legal professional privilege;
Section 43: Commercial interests.

Standard Forms

FOI Correspondence Templates
It is essential to achieve consistency when dealing with applications for information received under the Freedom of Information Act, particularly in our correspondence with the applicant. The Freedom of Information Act Project Team (Merseyside Police) has produced a series of templates, for use by Merseyside Police administration staff and decision-makers; 

A. Acknowledgement; 

B. Insufficient Detail Provided; 

C. Insufficient Further Information; 

D. Fees Notice; 

E. Fees Receipt; 

F. Option to View Documents; 

G. Refusal – Data Protection Act applies; 

H. Refusal; 

I. Full Response; 

J. Partial Exemption Applied; 

K. Exceeds Fees Limit; 

L. Extended Response Time.

Every partner agency should have similar procedures in place. Any FOI requests are to be dealt with by each individual agency in line with their company policy. The MARAC will not be responsible for FOI requests.
Appendix B

Letter refusing access to personal information under the Freedom of Information Act. 

Dear ‘title’ and ‘surname’ 

Reference No: (NUMBER) generated by request log

I write in connection with your request for information dated concerning…….. 

Your application has now been considered and I am not obliged to supply the information you have requested. Such information is exempt under section 40 of the Freedom of Information Act 2000. This exemption applies to personal data, which is a subject access request covered by the Data protection Act 1998.

Should you wish to know what information (if any) Merseyside Police holds about you, or you would like confirmation that you do, or do not have a prosecution/conviction history, you must complete the enclosed Subject Access form. Payment of a £10.00 fee and proof of identification must accompany the completed application form. 

Please note that once we have received your completed application the process to provide you with information can take up to 40 days.

Yours sincerely,

Appendix C

Schedule 2 of the Data Protection Act 1998

Schedule 2 reflects the requirement to make data processing legitimate. 

The conditions are:


1) That the data subject has given his consent to the processing;

2) That the processing is necessary;

a) for the performance of a contract to which the data subject is a party, or

b) for the taking of steps at the request of the data subject with a view to entering into a contract.

3) The processing is necessary for compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract;

4) The processing is necessary in order to protect the vital interests of the data subject.

5) The processing is necessary;

a) for the administration of justice;

b) for the exercise of any functions conferred on any person by or under any enactment;

c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department, or

d) for the exercise of any other functions of a public nature exercised in the public interest by any person;

6)   The processing is necessary for the purpose of legitimate interests pursued by the                 data controller or by a third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular cases by reason of prejudice to  the rights of freedom or legitimate interests of the data subject.
Appendix D

Schedule 3 of the Data Protection Act 1998

The conditions, which have to be satisfied before sensitive data can be fairly processed, are:

1. That the data subject has given his/her explicit consent to the processing of the 

    personal data;

2. (1) The processing is necessary for the purposes of exercising or performing any 

     right or obligation which is conferred or imposed by law on the data controller

     in connection with employment;

   (2) The Secretary of State may by order - 


(a) exclude the application of sub-paragraph (1) in such cases as may be 

            specified, or


(b) provide that, in such cases as may be specified, the 


condition in sub-paragraph (1) is not to be regarded as satisfied 

unless such further conditions as may be specified in the order are also

            satisfied.

3. The processing is necessary; 


(a) in order to protect the vital interests of the data subject or another 
person, in any case where; 

                 (i) consent cannot be given by or on behalf of the data subject, or 

                 (ii) the data controller cannot reasonably be expected to obtain the

                  consent of the data subject, or


(b) in order to protect the vital interests of another person, in a case 
where consent by or on behalf of the data subject has been unreasonably

            withheld;

4. The processing - 


(a) is carried out in the course of its legitimate activities by any body or 
association which;



(i)  is not established or conducted for profit, and



(ii) exists for political, philosophical, religious or trade union 


 purposes;


(b) is carried out with appropriate safeguards for the rights and freedoms

            of data subjects;


(c) relates only to individuals who either are members of the body or 
association or have regular contact with it in connection with its  purposes, and


(d) does not involve disclosure of the personal data to a third party 
without

             the consent of the data subject.

5. The information contained in the personal data has been made public as a result 

   of steps deliberately taken by the data subject;

6. The processing ;


(a) is necessary for the purpose of, or in connection with, any legal 
proceedings (including prospective legal proceedings)


(b) is necessary for the purpose of obtaining legal advice, or


(c) is otherwise necessary for the purposes of establishing, exercising

            or defending legal rights;

7. 
(1) The processing is necessary;



(a) for the administration of justice;



(b) for the exercise of any functions conferred on any 



person by or under an enactment, or



(c) for the exercise of any functions of the Crown, a Minister 



of the Crown or a government department.


(2) The Secretary of State may by order - 



(a) exclude the application of sub-paragraph (1) in such cases 

             as may be specified, or



(b) provide that, in such cases as may be specified, the 


             condition in sub-paragraph (1) is not to be regarded as satisfied 

             unless such further conditions as may be specified in the order

                         are also satisfied;                 

8. 
(1) The processing is necessary for medical purposes and is undertaken by - 

(a) a health professional, or                                                       

(b) a person who in the circumstances owes a duty of confidentiality

which is equivalent to that which would arise if that person were a health professional;                                          

(2) In this paragraph 'medical purposes' includes the purposes of preventative medicine, medical diagnosis, medical research, the 

                        provision of care and treatment and the management of health 

                        care services;

9. (1) The processing - 



(a) is of sensitive personal data consisting of information as to 

            racial or ethnic origin;



(b) is necessary for the purpose of identifying or keeping under 

             review the existence of absence of equality of opportunity or 


treatment between persons of different racial or ethnic origins, 

            with a view to enabling such equality to be promoted or 


            maintained;



(c) is carried out with appropriate safeguards for the rights and 

            freedoms of data subjects;

10. The personal data are processed in circumstances specified in an order made

      by the Secretary of State for the purposes of this paragraph.

11. The process is necessary for the exercise of any functions conferred on a

      constable by any rule of law.

Appendix E

SEFTON MEETING, MEETING  ( date …………)   

‘UNDERTAKING OF CONFIDENTIALITY’

Purpose

Sefton’s Hate crime Multi-Agency Risk Assessment Conference (MARAC) aims:

1. To share information to increase the safety, health and well being of victims – Adults, Children and property; 

2. To determine whether the perpetrator(s) pose a significant risk to any particular individual or to the general community;

3. To construct jointly and implement a risk management plan that provides professional support to all those at risk and that reduces the risk of harm;

4. To reduce repeat victimisation;

5. To improve agency accountability; and

6. Improve support for staff involved in high risk hate cases.
· A very high-risk victim of hate crime is defined as such by the application of the Sefton MARAC risk assessment tool.  

Declaration

In order to perform my role in accordance with the above strategy and as a member of the Sefton MARAC I acknowledge that information will be shared during this meeting.  I understand that my part in fulfilling my defined role means that I may have access to the data and that such access shall include;

· reading or viewing of information held on computer or displayed by some other electronic means;

· reading or viewing manually held information in written or printed form, or

· verbal communication, either in telephone conversations or during MARAC meetings.

I undertake that;-

· I shall not communicate to nor discuss with any other person the contents of the data except to those persons authorised by Sefton MARAC as is necessary to progress the purpose defined in this agreement; 

· I shall not retain, extract, copy or in any way use any data to which I have been afforded access during the course of my duties for any other purpose;

· I will act only under instruction from my line manager or other relevant official in the processing of any data; 

· I understand that the data is subject to the provisions of the Data Protection Act 1998 and that by knowingly or recklessly acting outside the scope of this Agreement I may incur criminal and/or civil liabilities.  My organisation may also be excluded from attending future MARAC meetings;

· I undertake to seek advice and guidance from my line manager or other relevant member of the Sefton MARAC in the event that I have any doubts or concerns about my responsibilities or the authorised use of the data.

I have read, understood and accept the above. 

Please print

Name           ………………………        
Agency  ………………………

Position       ………………………             
Primary Designated MARAC Officer/ Designated MARAC Officer (Delete)

Signed         ………………………           
Date      ………………………  

Name           ………………………        
Agency  ………………………

Position       ………………………             
Primary Designated MARAC Officer/ Designated MARAC Officer (Delete)

Signed         ………………………           
Date      ………………………  

Name           ………………………        
Agency  ………………………

Position       ………………………             
Primary Designated MARAC Officer/ Designated MARAC Officer (Delete)

Signed         ………………………           
Date      ………………………  

Name           ………………………        
Agency  ………………………

Position       ………………………             
Primary Designated MARAC Officer/ Designated MARAC Officer (Delete)

Signed         ………………………           
Date      ………………………  




           RESTRICTED

Appendix F

Information Sharing without Consent Form

Client Information 






Date_________

	Name / Address of Client: 
Names and D.O.B. of Children: 



Concern

	                                                                                          Risk identified through

                                                          Immediate risk/crisis        risk assessment


Danger to Client                                    

Danger to Family/ child(ren)                                                    

Danger to property                                                                              

Client poses a risk to self or others                                                        

Check that consent form does not cover this situation and/or you do not have consent.

Risk Assessment  ________  (No. of ticks out of 20)

(You may not have the opportunity to complete a formal RA in an emergency.  If you have, please attach it.)

Details of incident/information causing concern:  (include source of information)

                                  


Legal Authority to Share

	· Protocol relevant ___________________​_______________

  OR

    Legal grounds (please tick 1 or more grounds below)
· Prevention and detection of crime  (Crime and Disorder Act 1998)

· Prevention/detection of crime and/or apprehension or prosecution of offenders  (DPA, s. 29)

· To protect vital interests of the data subject; serious harm or matter of life or death (DPA, Sch. 2 & 3)

· For the administration of justice (usually bringing perpetrators to justice  (DPA, Sch. 2 & 3)

· For the exercise of functions conferred on any person by or under any enactment (police/social services)  (DPA, Sch. 2 & 3)

· In accordance with a court order

· Overriding public interest  (Common law)

· Child protection – disclosure to social services or police for the exercise of functions under the Children Act, where the public interest in safeguarding the child’s welfare overrides the need to keep the information confidential  (DPA, Sch. 2 & 3)

· Right to life  (Human Rights Act, Art. 2 & 3)

· Right to be free from torture or inhuman or degrading treatment  (Human Rights Act, Art. 2 & 3)

· Pressing need

· Respective risks to those affected

· Risk of not disclosing

· Interest of other agency/person in receiving it

· Public interest in disclosure

· Human rights

· Duty of confidentiality
Comments:

Internal consultations:  (Names, dates and advice/decisions)
External consultations:   (Home Office guidance
,
 Information-sharing Helpline)




Client Notification

	Client notified of disclosure(s)?  Yes/No                             Date: 

If not, why not?        




Review

	Date for review of this situation: __________________

(Review to include feedback from the agencies informed as to their response.)

__________________________________ is responsible for ensuring the situation is reviewed by this date.




Record following details of information sharing in case file:

· Date info shared

· Agency and named person informed

· Method of contact (by email, letter, phone call)

· Legal authority for each agency 

Signed and dated by caseworker                              Authorised and dated by manager
RESTRICTED

Appendix G

GLOSSARY OF TERMS

BS7666
The national standard for making data “fit for use” is industry standard BS7666. This is the standard for describing the location of types such as addresses, rights of way and streets. As most public sector data has a location element to it, this is a good standard to convert disparate data sets from different systems and agencies and fully integrate them. [All data sharing initiatives complying with BS7666 will dovetail into Modernising Government policy initiatives on a local level, such as Call Centres, Data Warehouses and One Stop Shops.] We agree that in order to “future proof” this Protocol, we undertake to use industry standard BS7666 to process our data.

ISO 17799
This is a standard setting out the requirements for an Information Security Management System. It helps identify, manage and minimize the range of threats to which information is regularly subjected.

And sets out how organisations need to constantly protect their information from threats arising from many sources – internal, external, accidental or malicious.
CDRP 



Crime and Disorder Reduction Partnership

Data Controller 
Person of sufficient standing within an agency who controls all information held

DMO



Designated MARAC Officer

Information Commissioner 
The Information Commissioner is an independent official appointed by the Crown to oversee the Data Protection Act 1998, the Freedom of Information Act 2000 and the Environmental Information Regulations 2004. The Commissioner reports annually to Parliament. The Commissioner’s decisions are subject to the supervision of the Courts and the Information Tribunal. Every agency should be registered.

MARAC 


Multi-Agency Risk Assessment Conference

NIM 



National Intelligence Model

PDO
Primary Designated MARAC Officer

PNC
Police National Computer






INFORMATION SHARING AGREEMENT (ISA) FOR THE EXCHANGE OF INFORMATION BETWEEN THE SEFTON SAFER AND STRONGER COMMUNITIES  PARTNERSHIP FOR THE PURPOSE OF REDUCING HATE CRIME IN THE SEFTON AREA THROUGH THE MULTI-AGENCY RISK ASSESSMENT CONFERENCE (MARAC)





Your name and/or role


Your agency, department or unit


Address; telephone number ; fax and email
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Sefton Hate Crime MARAC Information Sharing Protocol

